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The two inputs to the Key Addition layer are the current
16-byte state matrix and a subkey which also consists of 16
bytes (128 bits).

The two inputs are combined through a bitwise
XOR operation.

Note that the XOR operation is equal to addition in
the Galois field GF(2).

Key Addition Layer
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Add Round



Algorithm



Key Expansion

 To create round key for each round, AES uses a key-
expansion process. If the number of rounds is Nr , the key-
expansion routine creates Nr + 1,  128-bit round keys from 
one single 128-bit cipher key. 

 The first round key is used for pre-round transformation
(AddRoundKey)

 Remaining round keys are used for the last transformation
(AddRoundKey) at the end of each round.

 The key-expansion routine creates round keys word by 
word, where a word is an array of four bytes. The routine 
creates 4 × (Nr +1) words that are called w0, w1, w2, …, 
w4(Nr+1)-1  

(In other words, in the AES-128 version (10 rounds), there are 44 

words)



Words for each Round



Key Expansion Process

The first four words (w0, w1, w2, w) are made from the 

cipher key. 

The cipher key is thought of as an array of 16 bytes (k0

to k15). 



The rest of the words (wi for i = 4 to 43) are made as follows:
If (i mod 4) ≠ 0, wi = wi-1⊕ wi-4

If (i mod 4) = 0 , wi = t⊕ wi-4

 RotWord

The RotWord (rotate word) routine is similar to the ShiftRows
transformation, but it is applied to only one row. The routine takes a
word as an array of four bytes and shifts each byte to the left with
wrapping.

 SubWord

The SubWord (substitute word) routine is similar to the SubBytes
transformation, but it is applied only to four bytes. The routine takes each 
byte in the word and substitutes another byte for it.



Round Constant

The key-expansion routine can either use the above table when 

calculating the words



Use the GF(28) field to calculate the leftmost byte dynamically.

The leftmost byte, which is called RCi is actually xi-1, where i is the round 

number. AES uses the irreducible polynomial (x8 + x 4+ x 3+ x +1).



Key Expansion in AES-128
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Key Expansion Example



Illustration

The two sets of round keys can be created from two cipher keys that 

are different only in one bit.

Cipher Key 1: 12 45 A2 A1 23 31 A4 A3 B2 CC AA 34 C2 BB 77 23

Cipher Key 2: 12 45 A2 A1 23 31 A4 A3 B2 CC AB 34 C2 BB 77 23





Key Expansion in AES -192 

In AES-192, the words are generated in groups of six 

instead of four.

The cipher key creates the first six words (w0 to w5).

If i mod 6 ≠ 0, wi ← w i-1+ wi-6; otherwise, 

wi ← t + wi-6



Key Expansion in AES -256

In AES-256, the words are generated in groups of eight 

instead of four.

 The cipher key creates the first eight words (w0 to 

w7).

 If i mod 8 ≠ 0, wi ← wi-1 + wi-8 ; otherwise, wi ← t + 

wi-8.

 If i mod 4 = 0, but i mod 8 ≠ 0, then wi = SubWord

(wi-1) + wi-8



Key-Expansion Analysis



AES Encryption



AES Encryption Round



AES round function for rounds 1,2, . . . ,Nr−1
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ShiftRows Sublayer
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Original Design



 First, the order of SubBytes and ShiftRows is changed 

in the reverse cipher.

 Second, the order of MixColumns and AddRoundKey is 

changed in the reverse cipher. 

 This difference in ordering is needed to make each 

transformation in the cipher aligned with its inverse in 

the reverse cipher.

 The order of transformations in each round is not the 
same in the cipher and reverse cipher



 Consequently, the decryption algorithm as a whole is 

the inverse of the encryption algorithm. 

 Round keys are used in the reverse order. Note that 

the encryption and decryption algorithms in the 

original design are not similar.
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AES encryption block

diagram

AES is a non-Feistel cipher, which means that each transformation

or group of transformations must be invertible





AES is not based on a Feistel network.

The Byte Substitution layer becomes the Inv Byte
Substitution layer.

The ShiftRows layer becomes the Inv ShiftRows layer, and the
MixColumn layer becomes Inv MixColumn layer.

The order of the subkeys is reversed.

AES Decryption
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AES decryption block diagram
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Alternate



 SubBytes/ShiftRows Pairs
SubBytes change the contents of each byte without changing the order 
of the bytes in the state; 
ShiftRows change the order of the bytes in the state without changing 
the contents of the bytes. 

 This implies that we can change the order of these two 
transformations in the inverse cipher without affecting the 
invertibility of the whole algorithm.

 The combination of two transformations in the cipher and inverse 
cipher are the inverses of each other.



Invertibility of SubBytes and ShiftRows combinations



MixColumns/AddRoundKey Pair
Here the two involved transformations are of different 
nature. 

However, the pairs can become inverses of each other if we 
multiply the key matrix by the inverse of the constant matrix 
used in MixColumns transformation. 

We call the new transformation InvAddRoundKey.





 Changing Key-Expansion Algorithm
Instead of using InvRoundKey transformation in the reverse 
cipher, the key-expansion algorithm can be changed to create a 
different set of round keys for the inverse cipher.
However, note that the round key for the pre-round operation 
and the last round should not be changed. The round keys for 
rounds 1 to 9 need to be multiplied by the constant
matrix



Examples
The following shows the ciphertext block created from a 
plaintext block using a randomly selected cipher key.



Analysis of AES
 Security

AES was designed after DES. Most of the known attacks 

on DES were already tested on AES; none of them has 

broken the security of AES so far.

 Brute-Force Attack



 Differential and Linear Attacks

 Statistical Attacks

The strong diffusion and confusion provided by the combination 
of the SubBytes, ShiftRows, and MixColumns transformations 
removes any frequency pattern in the plaintext. Numerous tests 
have failed to do statistical analysis of the ciphertext.

AES was designed after DES. Differential and linear 
cryptanalysis attacks were no doubt taken into consideration. 
There are no differential and linear attacks on AES as yet.



AES was designed after DES

Most of the known attacks on DES were 
already tested on AES.

Brute-Force attack

There are no differential and linear attacks on 
AES yet.

It can be easily implemented using cheap 
processors.
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Thank You
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